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Abstract: Hiding in victim hosts, cryptomining malware utilizes system resources to mine cryptocurrencies without
permission. It not only affects the normal operations of computer systems but also endangers system security. The exist-
ing dynamic analysis based cryptomining malware detection methods mainly focus on proof-of-work behaviors as the de-
tection object, which can hardly prevent mining and other malicious behaviors from damaging the system in time. To
tackle this issue, by analyzing the running process of cryptomining malware, we find that the cryptomining malware per-
forms diverse behaviors before establishing a network connection. Based on this, we give a concept of behavioral diversi-
ty period of cryptominer (BDP) and then propose a cryptomining malware early detection method in behavioral diversity
period (CEDMB). CEDMB trains the detection model with features extracted from application programming interface se-
quences following n-gram and TF-IDF. Experimental results show that when a random forest algorithm is adopted, the
proposed CEDMB can determine whether a sample is a cryptomining malware sample in 10 seconds with an Fl-score of
96.55%.
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9 VEAl CEDMB i JHAS [R] R AE 3+ 55 75 1k iy A i) 45
AL FATI T CEDMB i 4 R AN [R] FR A 11550 7 s it
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s i . Hi 216 #5418 CEDMB i [ 2-gram F115 &
B35 AR s BoW $54% CEDMB i F 1) A8 A5 0 -5 4
iE s TIW #5848 CEDMB fifi F word2vec A= il APT 19 ] 0] &,
FAd FH AP TE-IDF {E XS APLI) [i] 42t HEA T AT ok
5 B ERAE 7] 4 5 2T #5848 CEDMB {ii J] 2-gram 1 TF-IDF
THERRAE . RRAETH S 0] Sy A3 3l APL Y 91 % 46 oy
FRAIE 1) 4 A B B) . F 38 5 AT CEDMB i FH 27T B 345 11
F1AE AT R B ARFAE TSR0 ) O T LAt AR AR T35
k.

K 4%t T CEDMB FEAS [5) T{E.F1 n-gram F J& 15 (1)
R g 5. M TAE (2,4, 6,8 WEUER, K 4 BoR
CEDMB {#i FH AN [A] n-gram DA R AR 2B By K EHE T
H 4 s BRI AR FUIE . KR 3.3 1045 th 320 % &
A48 FH socket/WSASocket ITE I , BRI T4 #7 i 4K £
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XA T] i BBt T ff BOR 8 22  SAAT AF LTE
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216 09833 | osma 26162 AT HLAE T 4 < R SIAY F1 GRS 4RTF
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=l 09833 09836 25264 CEDMB 7E n 2 2 1 3 I AR IR 43 2 305 3R A4 04 1 {E

SR WAL T n ol 4 BRI FUAE . 3X 2RO IZ
BRI RE APLI K EE R Z 2R3, T
TR 1Y m-gram 4 B8 X B 5 A REAE THELOR  RTE
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B0 B AR PR I R T dR I AT 5 2 s 9, DR
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9, % AEAT o 5 BRI DO . 4 R 2 8%
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2-gram(TestSet 1) 4-gram(TestSet 1)
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€14 CEDMBEAE TEA n-gram N {f FH 4 Fh 4325045 80 F1L{E

CEDMB 5 HAWAZ 8™ % A4 D 7 i AE I A4 1
PRSI 25 SR N 2 6 PR, S HR RS B [ Sy A Tk
7 BB SR B 1] | 4R AP 81 A 48R IE T3 st ]
KA 2Bt ] ) BN, “—" FRoR JC I . 3 6 i 7R CEDMB
FSCHRL 14 1A 7 AEINAAE 1 B4 201 Accuracy I F1
{8 v T SCRR [15 )R SCHk [ 700 05 3% . A6 K6 I i ) |
CEDMB 7E BDP P 5040 JF 4 I TF-IDF i#E47 R AIE T
A BT R ) AE JLFP O ik i b SCER(14 T 07k
JIT T R B WA 4R 5 (8] FVRRAE T B 8] 27 K F CEDMB.
SCHRL 15 TR FH sl B SRR 25 A 0 5 IRAE AR B B L 3l 2
AT B WAL BF ) ORF LU SE 30 TR i o0 14080, e 1Y
FRAE TR B [ K F 55 AN LR i . SCHk [ 7 1R 45
LGRS B 1], 592 SCHR 7 325 1) 5080 WA 4R B ) i
5 CEDMB A [A] 9 4 s B, R R B 24 20 05 v e
ARG R[] 32 CEDMB g
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CEDMB fifi Fi] 2-gram F1 RF 8k 768 4 2 753

F6 FEAMNAEENRE ] FHRAER

Tk Accuracy F1 TSR]/ | R E)/s

Karn"*! 09833 | 0.9836 25.4147 87.219 2
Berecz™ | 0.9667 | 0.9677 139.12 199.122
Darabian” | 0.9667 | 0.967 7 — 7.622

CEDMB | 09833 | 09836 2.526 4 6.5529

BRI ZE SR 7 i . M THE12,4,6,8 WEUERT, %
7 578 CEDMB TE TR 4 s A RAS A0 G I 25 SR Fe {2
%7 CEDMBZEAR[E 71 TE A 2-gram # RF Bf
EMKE2 FRENKENESR

T 2s 4s 6s 8s
Precision 1 1 0.9825 0.949 2
Recall 09167 0.933 3 0.933 3 0.9333
Accuracy 0.958 3 0.966 7 0.958 3 09417
F1 0.956 5 0.965 5 0.957 3 0.9412

CEDMB il IR [ AR AE T3 5 i 7R M 4R 2 B 755
BRI 45 SR AN 2 8 I/l . 3% 8 W /s AE 4 R RRAE TR ik
/r, CEDMB fifi Fi 2T 5 3] i) Accuracy Al F1{H f 4 H B
7 FORFAE AR N 8] 2>

#9451 T CEDMB 5 HAAZ A 8 B SR 4G I ik
FEMNAAE 2 EAR ISR . sk 9 R, CEDMB ZEA
2 153 Accuracy FNFAE AL T HoA SRR 5 s,

%8 CEDMB{ER =4 s F1RF R ENIXE 2 HERATRE
HETE SRR EMNR NS R

Jrik Accuracy Fl FRIETHEL I E] /s
21G 0.958 3 0.957 3 8.242
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2T 0.966 7 0.965 5 5.4455
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